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University information system of Mendel University in Brno allows the academic community, university staff an
range of information. Many people have devoted much of their time and effort to help implement the system at th{
will truly appreciate if you direct any problems you encounter or comments you may have to the university systel
we will be able to help you or complement the information system with any relevant features. We recommend t
e-mail address Contact address.

Personal administration
= Log in to the Personal administration of UIS
» Frequenily asked questions = Where to find relevant [
Admission procedure

= E-application form to study at MENDELU

Information about MENDELU

u » Graduates - Persons at MENDELU - Bodies - Validity verification of identification cards
* Phone numbers = Thematic search + Lecture rooms < Awards granted = Types of ID ca
= Basic information about the university



- s IEN

M Personal administration x | | ﬂﬁ * {§}
7

/]

LY

+ Mail box
+ Document server
« Discussion platforms
+ Noficeboard
+ Chat room
+ Task administration (TO DO)
+ Calendar

+ Blogs administration

+ Notes blocks

« Register of borowings

« Dictionary

+ My borrowings from the university library .
Srel I In the is.mendelu.cz,

Canteen account

e eyetem continue to the ,Certificate
for ‘eduroam’ wireless
e network” section

+ University network management

+ Accounts administration section

« ICT Administrator portal

+ Accounts at university servers

« Control of groups of computers in network
+ My registered devices

“ Cerificate for 'edurpam’ wireless nef
* R te access to universi twork
+ WiFi installation guide

* WiFi use stafistics

« Stafistics on using Faro and the students residence network
+ Stafistics of the university domain

+ University e-mail delivery

+ Types of ID cards in use

« Print on printers in IC




@|m https://is.mendelu.cz/auth/wifi/certifikat.pl?_m=17T:lang=en QO ~ @ & | M Certificate for 'eduroam’ wi...

Logged in: Kamil Vavra ' X @ 0 messages
CERTIFICATE FOR "‘EDUROAM’ WIRELESS NETWORK Generate a new

Use this application to generate and receive a user certificate for WiFi network] ce rt|f|cate d nd Sta I’t W|th
generate a new certificate. The very access to edurcam network is condition .
register of your accounts in the computer network central management at our ui d own Ioa d N g: ) root
You can generate a new certificate for user qgqvavra2 valid for 6 months from the mol (oS rtlflcate fO r
Generate certificate M S W| N d OWS”

A certificate of 06. 10. 2014 exists at the moment which you can download using this applicatiop

To install user certificate use the password TviK74ku

Download basic user ceriificate PKCS#12 (or PFX){application: MS Windows-=Wi
Download user cerfificate DER PKCS#12 (application: Linwx->WiFi)
Download user certificate PEM PKCS#12 (application: Linux-=WiFi)
Download user certificate PEM PKCS#T (application: iPag->=WiFi}

LR

Download root cerlificate PKCS#12 of certificate authority (application: M3 Windows-=ceriificate verification)
Download root cerfificate PKCS#12 of cerificate authority (application: Linux-=cerificate verification)

Download installation pack for Windows Mobile 2003



Logged in: Kamil Vavra 4 X

@ 0 messaces [ 775 documents ! 0 tasks

CERTIFICATE FOR 'EDUROAM’ WIRE

Use this application to generate and receiv:
generate a new cenificate. The very acces
register of your accounts in the computer ne

Y¥ou can generate a new certificate for user qqv

Generate certificate

A cerificate of 06. 10. 2014 exists at the mome:
Ta install user certificate use the password Tvik
Download basic user certificate PKCS#7

Download user certificate DER PKCS#1
Download user cerificate PEM PKCS#1

QOpen File - Security Warning

Do you want to open this file?

Publisher: Unknown Publisher
Type: Security Certificate

From: Ch\Usersitest\AppData'Local\Microsoft\Windows\INet...

Mame: ..MicrosofttWindowshINetCache\ B\ 126A20W K root.der

Open l:g | ‘

Cancel

" & & .

Download user certificate PEM P,

-

Download root cerlificate PKCSH

Open the

= Download root cerfificate PKCSH# downloaded root shd

« Download installation pack for

¥ Internet can be useful, this file type can potentially
er. If you do not trust the source, do not open this

ryo
diste

certificate



ey Certificate

General | Details | Certification Pathl

ba Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: MEMNDELU

Issued by: MEMDELU

Valid from 1/19/2009 to &/5/2036

Issuer Statement

Cl |Ck on th (] ” I n Sta I I A certificate, which is issued by a certification authority, is a confirmation of vour identity
Ce rtifl Cate” b utto N connections. A certificate store is the system area where certificates are kept.

< < Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

and contains information used to protect data or to establish secure network

Store Location

(®) Current User

R Continue as a
To continue, dick Mext. ”Cu rre nt U se r”

| [Wext || Cancel




Select Certificate Store H

Select the certificate store you want

(€) < Certificate Import Wizard

o use.

7 Personal

Trusted Root Certification Authorities

{7 Enterprise Trust
{7 Intermediate Certification A
{7 Trusted Publishers
7 introeted Cartificatas k

[]5how physical stores

ficates are kept.

Certificate Store
Certificate stores are system areas where certificates are kept.

tore, or you can spedfy

based on the type of ce

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

() Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:

| Trusted Root Certification Authorities

| | Browse...

Place the certificate into the
JTrusted Root Certification

Authorities” store

MNext || Cancel




(€) < Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specdified the following settings:
o=yl S e RSl Trusted Root Certification Authorities
Content Certificate

Continue with

,Finish” button

| Finish | | Cancel




o Certificate -@&c | EB Certificate for 'eduroam’ wi... *

@ Faculty of Agronomy

@ Faculty of Forestry and Wood Technology
@ Faculty of Business and Economics

@ Faculty of Horticulture

General | Details | Certification Path

ba Certificate Information

This CA Root certificate is not trusted. To enable trust, Eecy iyt eponalinevs pmenendies
install this certificate in the Trusted Root Certification A @ Institute of Lifelong Education
Authorities store.

Security Warning “

- You are about to install a certificate from a certification authority (CA)
claiming to represent:

Issued to: MEMDELU
MENDELU

Issued by: MEMDELU Windows cannot validate that the certificate is actually from
"MENDELU", You should confirm its origin by contacting "MENDELU".,
The following number will assist you in this process:

valid from 1/19/2009 to &/5

Thumbprint (shal): E3D3F806 TFEF18AE BD26ESFE 36B2F35E 90608915

Warning:
II If you install this root certificate, Windows will automatically trust any
TSR 2 certificate issued by this CA. Installing a certificate with an unconfirmed

thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

In the last step,
confirm the

Yash” MNe

installation with
,YES“ button




oh Certificate

General |De13i|s I Certification Paﬁ"||

~@ac ‘m Certificate for 'eduroa

@ Faculty of Forestry a

ba Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: MEMDELU

MENDELU root
certificate is
installed

the access permission

ity.

Issued by: MEMDELU

valid from 1/19/2009 to &6/5/2035

Install Certificate... |  Issuer Staty

Certificate Import Wizard ﬂ

o The import was successful,

| Windows-=ceriificate verification)

m-=certificate verification)



Logged in: Kamil vavia @@ X @ 0messages [ 775documents | 0 tasks
CERTIFICATE FOR 'EDUROAM' WIRELESS NETWORK

Use this application to generate and receive a user certificate for WiFi network eduroam valid for 6 months, i.

generate a new cenrificate. The very access to eduroam network £

register of your accounts in the computer network central manage Now download . basic user
”

certificate for MS
Windows*“. You will need
Generate certificate . apassword for installation.

A cerificate of 06. 10. 2014 exists at the moment which yo

You can generate a new certificate for user gqvavra? valid for 6 months

To install user certificate use the password [ 1TE L)

Download basic user cerificate PKCS#12 (or PEX ) applicatio 5 Windows-=WiFi)
Download user cerificate DER PKCS5#12 (application: Linw«-5, JIFi)

Download user cerificate PEM PKCS#12 (application: Linux<—=WiFi)
Download vser cerificate PEM PRCS#7 (application: iPag-=WiFi}

= & = &

-

Download root cerlificate PKCS#12 of cerificate authority (application: M3 Windows-=ceriificate verification}
+ Download root cerificate PK.CS#12 of certificate authaority (application: Linw«->cerificate verification)

+ Download installation pack for Windows Maobile 2003



<) = Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

@ Current User

(D) Local Machine Continue as a
,Current User”

To continue, dick Mext.

| NE:%J| Cancel




(€) < Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
icrosoftWindows\INetCache IE'R

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (LS5T)

Continue with

default option

Cancel




(€) < Centificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Enter the
installation
(| Dispisy Password password

Import options:

Password:

[C]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[1Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

: MNext Cancel




Select Certificate Store ﬂ

Select the certificate store you want to use.

rusted Root Certification Authorities

terprise Trust

fermediate Certification Authorities
ted Publishers

<ted Cartificates

ficates are kept.

tore, or you can specify a location for

based on the type of certificate

| | Browse...

Place user
certificate into the
,Personal” store

MNext || Cancel




(€) ' Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
|Darsnna| || Browse...

Continue with
|“ store

,Persona

| | Cancel




(€) < Certificate Import Wizard

|
Certificate Import Wizard

Completing the Certificate Import Wizare

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User IR o Th £1m Fl'ﬂ'rt was s CCEESFU | '
Content PFX
File Mame C:\Usershtest\AppDataiLoc

8]
Finish the Kh

installation

FE ish Cancel




Right click on the
,internet connection”
icon and open the

,Network and Sharing
Center”

Troubleshoot problems

Open Metwork and ShTQng Center

Pl i T TN



Network and Sharing Center - O

ik and Internet » Metwork and Sharing Center v O Search Control Panel )

View your basic network information and set up connections

Wiew your active networks

faro-free Access type: Mo Internet access
Public network Connections: 11 Wi-Fi 2 (faro-free)

Change your networking settings

§ Setupa new connection n::rqﬂ'rﬁtwcrlr_ Click on the yoetupa
Set up a broadband, dial-u&"'ér‘u"PN connection; new connection or

network” option
@ Troubleshoot problems

Diagnose and repair network problems, or get tro




Choose a connection option

-

Choose a wireless
Connect to the Internet

Set up a broadband er dial-up connection network Optlon

' Set up a new network

Set up a new router or access poi

Manually connect to

Connect to a hidden network or create a ne

Connect to a workplace
Set up a dial-up or VPN cennection te your werkplace.




@ (7] Manually connect to a wireless netwark

Enter information for the wireless network

Network name: [duroam Network name: eduroam
Security type: WPA2-Enterprise

Security type: WPAZ2-Enterprise .

Encryption type: AES
Encryption type: AES
Security Key: Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this optien, your computer's privacy might be at risk.

s

Mext || Cancel




Successfully added eduroam

= Change connection settings
Open the connection properties so that | can change the settings.

Click on ,,Change connection
settings”




eduroam Wireless Network Properties “ eduroam Wireless Network Properties H

Connection | Security

seariy

Security type: WPAZ-Enterprise

vl Security type: WPA2 Enterprise

Encryption type: |AES

W | Encryption type: |AES

Choose a network authentication method:

Choose a network authentication method:

Microsoft: Protected EAP (PEAF)
Microsoft: Smart Card or other cgriificate
Microsaft: Protected EAP (PEAF
Microsoft: EAP-TTLS

Advanced settings

|rﬁrmoﬂ:9nat€aﬂwnﬂnca'liﬁml V|| SetﬁngsL\J

time I'm logged on

Select ,Microsoft: Smart Card or

other certificate” method and
click on ,Settings”

Remember my credentials for this connection each

OK | | Cancel




Smart Card or other Certificate Properties “

When connecting:
S
(@) Use a cerificate on this computer

Use simple cerificate selection (Recommended)
Verify the server's identity by validating the cerificate

[C]Connect to these servers (examples:srv1:snv2; "\ srv3h.com):

Trusted Root Cerification Authorties:

] 6 Trust Extemal CA Root | And check the

[] Baltimore CyberTrust Root

. . . . o"
[] Class 3 Public Primary Certffication Autho " M E N D E LU

[] DigiCert High Assurance EV Root CA

L Eaufax Secure Cotfcats At root certificate

[] GlobalSign Root CA
] GTE CyberTrust Glg
>

ﬁMENDELU

[] Dont prompt user to authorize new servers or trusted cerification
authorities.

[] Use a differertt user name for the connection

oK || Ccancsl




eduroam Wireless Network Properties H

seaiy

Security type: \WPAZ-Enterprise

Encryption type: |.hES

Choose a network authentication method:

|Microsoft: Smart Card or other certificat Vl | Settings |

Remember my credentials for this connection each

time I'm logged on

Advanced settings

Now you have configured
certificates for connecting

to the eduroam Wi-Fi
network

Cancel




Networks

View Connection Settings

Wi-Fi 2

! I faro-free
|

.I||| eduroam

Connect automatically

Search Control P

b connections

E type: Internet
bctions:

Networks

View Connection Settings

Wi-Fi 2

|| eduroam
III COnEECt
L Oonnecrea

V.l farofree
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