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Disconnect

Connect to the
“faro-free” Wi-Fi

or any other network
where you can access
is.mendelu.cz




D University informationss X =+

& > 0

‘ is.mendelu.cz

Visit is.mendelu.cz in
your internet browser
and continue to:
“Log in to the Personal
administration of UIS”

Asity staff and
Effort to help implement the system at the
ments you may have to the university system
em with any relevant features. We recommend th:

University information system of Mendel University in Bi
range of information. Many people have devoted much of
will truly appreciate if you direct any problems you enco
we will be able to help you or complement the inforgp
e-mail address Contact address.

Personal administratio

@ * Log in to the Personal administration of UIS « Firstlog in to UIS instructions « System inte
+ Where to find relevant browsers « Tools for UIS

Admission procedure

« E-application form to study at MENDELU




B Login to system X [+

é — O ’ ﬂ is.mendelu.cz/auth

LOG IN TO SYSTEM

On this page you can log in University Information Syst
upper case and low case letters. At the same time you ca

o

If you fail to log in or do not know the above mentio

Log-in to the UIS

with your
credentials

ation, please contact the system integra

( R
User name:
Password:
Log in
Log out after 1 day of inactivity (change).
& ¥




In the UIS, continue to
T — the “Certificate for

+ Matching of publig

‘eduroam’ wireless
network” in the
Technology section

+ Access confrol system
+ University network mang

+ My registered devices

+ Cerlificate for 'eduroam'wireless network

« R te access to universi twork

+ WiFiinstallation guide

+ WiFi use stafistics

+ Statistics on using Faro and the students
residence network

. istics of the university d

+ University e-mail delivery

+ Types of ID cards in use

+ Print on printers in IC




D Certificate for 'eduroam X = =+

é % O ‘ [5 is.mendelu.cz/auth/wifi/certifikat.pl?_m=177;lang=en

valid certificates,
generate a new one.
User certificate is valid
for 6 months

plter network central management at our university.

Logged in: Kamil vavia @ X
CERTIFICATE FOR "EDUROAM' WIRE

Use this application to generate ang
generate a new certificate. Thg
register of your accounts i

Tcertificate for user qgvavra2 valid for 6 months from the moment of generating.

Generate certificate

A certificate of 11. 11. 2015 exists at the moment which you can download using this application.

To install user certificate use the password iNo6ove9

Download basic user ceriificate PKCS#12 (or PFX){(application: MS Windows->WiFi)
Download user certificate DER PKCS#12 (application: Linux-=WiFi)

Download user certificate PEM PKCS#12 (application: Linux-=WiFi)

Download user certificate PEM PKCS#7 (application: iPag-=WiFi)

e e e

Download root certificate PKCS#12 of ceriificate authority (application: MS Windows-=certificate verification)
Download root certificate PKCS#12 of ceriificate authority (application: Linux->certificate verification)

Download installation pack for Windows Mobile 2003



ED Certificate for 'eduroam X+

e % O | E'| is.mendelu.cz/authfwifi/certifikatpl?_m=177lang=en

First of all, you will

need to download

v i — “root certificate for
CERTIFICATE FOR "EDUROAM' WIRELESS NI MS WindOWS”

Use this application to generate and receive a user ce
generate a new certificate. The very access to eduroal -
register of your accounts in the computer network central manad

You can generate a new certificate for user qqvavra2 valid for 6 month3

Generate cerificate

A certificate of 11. 11. 2015 exists at the moment which you can download

bment of generating.

5 application.
To install user certificate use the password iNoGoved

Download basic user cerificate PK.C5#12 (or PFX){application: MS Wil
Download user cerificate DER PKCS#12 (application: Linw<-=WiFi)
Download user certificate PEM PKCS#12 (application: Linux-=WiFi)
Download user cerificate PEM PKCS#7 (application: iPag-=WiFi}

-=WiFi)

LR

.

Download root cerificate PKCS#12 of cerificate authoril licati
Download root ceriificate PKCS#12 of cerificate authority (application: Linux-=cerificate verification)

-

.

Download installation pack for Windows Mobile 2003



Open File - Security Warning

Do you want to open this file?
[ i Mame: ChlUsers\demo’\Downloads\root.der
L Publisher: Unknown Publisher

Type: Security Certificate
From: ChUserstdemotDownloadsroot.der

Open Cancel

Open the “root”

certificate and follow

the next steps for can be useful, this file type can potentially
c . . do not trust the source, do not cpen this
installation details




@i Certificate s

General Details Certification Path

|
h Certificate Informatiol

FIBCAI‘_DDtG?I’ﬁﬁGBEe'IS Wi
prrempriagniibegtl  Click on the “Install

Certificate...” button

Issued to: MEMDELU

Issued by: MEMDELU

valid from 1/13/2009 to &/5/2035

Install Certificate....| | Issuer Statement |

[ ]




;";‘I Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(® Current User
(D) Local Machine

Continue as
To continue, dick Mext. d ”CU rrent User”




Place certificate to the
& & Certificate Import Wizard “Trusted Root
Certification
Certficate store _ Authorities” store

Certificate stores are syste

(@) Flace all certificates in the following store

Select Certificate Store x

e

Select the certificate store you want to use,

| Personal A
Sl Trusted Root Certification Authorities
1j Enterprise Trust

-7 Intermediate Certification Authorities
-] Trusted Publishers

" 1intrieted Cartificates
< >

[ show physical stores

I oK ||Canoe|| IchlHCancel




(_

.g;-J Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities | | Browse...

If you have changed
“Certificate Store”,

continue to the next
step

Mext || Cancel




(_

.g;-J Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Content Certificate

o= et o e G VA BEE  Trusted Root Certification Authorities

Click on the “Finish”
button to complete
installation process

Finish | | Cancel




Security Warning

You are about to install a certificate from a certification authority (CA)
clairming to represent:

MEMDELL

Windows cannot validate that the certificate is actually from
"MEMDELU". You should confirm its origin by contacting "MEMNDELLU",
The following number will assist you in this process:

Thurnbprint (shal): E303F306 YFEF12AE BO2GEEFE 36B2F35E 90602915

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

In the last step, N

confirm installation
with the “Yes” button




Certificate lmport Wizard

o The import was successful.

The root certificate

oK
was successfully

imported. Now you
will need to install
user certificate




B cCertificate for 'edurcam X +

e % O | E'| is.mendelu.cz/auth/wifi/certifikat.pl?_m=177:lang=en

To install user
P ——— certificate, you will
CERTIFICATE FOR 'EDUROAM' WIRELESS NE need the InSta”ation

Use this application to generate and receive a user ce

generate a new cerlificate. The very access to eduroal paSSWO rd

register of your accounts in the computer network centra

You can generate a new certificate for user qgvavra? valid for 6

Generate certificate

A certificate of 11. 11. 2015 exists at the moment which yo,

load using this applicafion.
To install user certificate use the password iNoBoved

Download basic user cerfficate PKCS#12 (or  Select all indows-=WiFi}
Download user ceriificate DER PKCS#12 (ap

Download user ceriificate PEM PKCS#12 (ap Copy

Download user ceriificate PEM PKCS#7 (app

Download root cerlificate PKCS#12 of certific: | ct el t MS Windows-=cerlificate verification}
Download root cerfificate PKCS#12 of certific. |NSPECLEI€MENL ) iy - cerificate verification)

Download installation pack for Windows Mobile 2003

To install the wireless network to the MS Windows environment you will first need to install the root certificate DEF
authority and then the basic user certificate PKCS#12 (PFX). To install the user certificate you need to know the
Technically advanced users are free to play with other platforms and share their experience on UIS discussion.
certificate only once; to revalidate the user certificate, just install a new one

[IE™ Instructions for installation and information about the wi-fi network Eduroam



B Certificate for 'edurcam X+

6 % O | E'| is.mendelu.cz/auth/wifi/certifikat.pl?_m=177:lang=en

e Download and open
T e “basic user certificate

CERTIFICATE FOR "'EDUROAM’ WIRELESS NE

2 ”
Use this application to generate and receive a user ce fo r M S Wl N d OWS
generate a new cerificate. The very access to eduro|
register of your accounts in the computer network cent

You can generate a new certificate for user qqvavra2 valid for ©

Generate certificate

A cerlificate of 11. 11. 2015 exists at the moment which you g

To install user certificate use the password

+ Download basic user cerificate PKCS#12 (or

+ Download user certificate DER PKCS#12 (app ;L

+ Download user cerlificate PEM PKCS#12 (application: L|nux—>W|F|)
+ Download user certificate PEM PKCS#T (application: iPag-=WiFi}

+ Download root ceriificate PKCS#12 of cerfificate authority (application: MS Windows-=ceriificate verification)
+ Download root ceriificate PKICS#12 of cerfificate authority (application: Linux-=cerificate verification)

+ Download installation pack for Windows Mobile 2003

To install the wireless network to the MS Windows environment you will first need to install the root certificate D
authority and then the basic user cerlificate PKCS#12 (PFX). To install the user certificate you need to know t
Technically advanced users are free to play with other platforms and share their experience on UIS discussio
cerfificate enly once; to revalidate the user cerificate, just install a new one.

[IZ Instructions for installation and information about the wi-fi network Eduroam



;";‘I Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(® Current User
(D) Local Machine

Continue as a
To continue, dick Mext. ”CU rrent User”




(_

.g;-J Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store ((S5T)

Use a default option

and continue to the
next step

Mext || Cancel




(_

.g';' Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password,

Type the passiword for the private key. To install user
password: certificate, you must
Mocoved enter installation
password

[ Display Password

Import oplions:

[C]Enable strong private key protection. You will be prompted every time the
private key is used by an application it you enable this option,

[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time,

[ Include all extended properties.

I Mext || Cancel




& 2 Certificate Impart Wizard
Place the certificate to
Certificate Store the “Personal” store

Certificate stores are system areg

Windows can auto
the certificate.

fCally select the certificate store based on the type of certificate
(@Place all certificates in the following store

Certificate store:

| | | Browse...

Select Certificate Store *

Select the certificate store you want to use,

Il F=rsonal ~
.| Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorities

7| Trusted Publishers
L Lintristed Cartifirates
£ >

Gane

[ show physical stores

[ ][ cance |




(_

.g;-J Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

|Personal | | Browse. ..

If you have changed
“Certificate Store”,

continue to the next
step

Mext || Cancel




& &4 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:
Certificate Store Selected by User
Content
File Name

Personal
PFX

C:\Usersdemo\Downloadsuser-ggvavra2.pl2

Finish installation of
the user certificate

Finish | | Cancel




Certificate lmport Wizard

o The import was successful.

The user certificate

oK
was successfully

imported. Now we can
configure ‘eduroam’
Wi-Fi network




faro-free
Limited

edurcam

Connect automatically

mendelu-host
HELLO
my-pe

UPC Wi-Free
Try to connect to the

UPC3448028
‘eduroam’ network

VolP

CAT_CAFE




<« Settings

¢03  NETWORK & INTERNET

e

Data usage
eduroam
VPN &
Enter your user name and password
Dial-up | LJser name |
Proxy

| Password |

Connect using a certificate

faro-free

. Vo You will be prompted to
: enter username and
7z password. But you have
P o configured MENDELU
certificates, so instead,

%

click on the "Connect
using a certificate" option



(= Settings

02 NETWORK & INTERNET

Data usage
VPN
Dial-up

Proxy

L .

eduroam

17

Continue connecting?

If you expect to find eduroam in this location, go ahead
and connect. Otherwise, it may be a different network with
the same name.

Show certificate details

9 faro-free

hall Continue with "Connect"
TR menac button, Windows 10
should configure

‘eduroam’ network
automatically without
any interaction



= Settings

S:é;? NETWORK & INTERNET
Wi-Fi

Data usage

VPN

Dial-up

Proxy

Fin

Wi-Fi

eduroam
/f: Connected

z eduroam
Connected

9 faro-free
z faro-free
VolP
o 3
z mendelu-host
. my-pe

- UPCWi-Free

You should be connected - Upcamsozs
without any problems. If - oar e

so, try to install the latest
updates

~ 7% 1) B EnG
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