@ MENDELU

Connecting to the
eduroam Wi-Fi Network

(Guide for macOS Ventura and newer)

tech.mendelu.cz/en
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A . University information system Go to is.mendelu.cz
(You can use the faro-free Wi-Fi
network for this step)

Personal administration

- = Log in to the Personal administration of UIS |- First log in to UIS instructions - System integraee
— Admission procedure
:?I + E-application form to study at MENDELU - Pre-enr0 qt confirmation for application to study at MENDELU

Information about MENDELU

« Persons at MENDELU - Validity verification of identification cards - De] ¢ Thematic search + Public document server

Study information

« Academic year schedule « Study plans - Course catalogue - Electronic study matend

gts with foreign partners
- Final theses at MENDELU - Timetables - Study financing

Science and research information

« Library - Projects = Publications

Log in to the Personal

dabs portal administration of UIS
« Registration of a company to Internship Portal
.:

About the information system

« UIS documentation - Frequently asked questions - Statistics of using UIS
= Are you thinking of implementing a study information system at your university?

« Ceskd verze informacniho systému (Czech version)
« Slovenska verzia informacného systému (Slovak version)
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@ is.mendelu.cz

Noticeboard

= Hiedame spolubydlici na byt (Inzerce / Ostatni f Nabizim) %
= % Prva praca — viac ako len vyplata a skusenosti ... (Inzerce
= & Kariémi koucovani

o wh LAST call 7% 15. 4. @ Sfrach & Jak ho zvladat ... (Inzerce / Ostatni / Nabizim) ¥

{ Ostatni / Mabizim) %

23. 4 @ ZDARMA (Inzerce / Ostatni f Nabizim) %

= & CV/Zivotopis / sivicko @8 Konzultace ZDARMA T __ (Inzerce f Ostatni / Nabizim) %

other

Public information portal

© O + ©

| O, Search || Openall |

Persons at MENDELU

Course catalogue

Study plans

Final theses at MENDELU

Thematic search —

Student’s portal
Course Attainment Evaluation
Course evaluation by students
Study application form
Overview of financing

= Tests and examinations
« Electronic study matenials

Science and research

Biographical information
Scheduled conferences
Creation of CVs

Matching of publications
Grant opportunities

My Elections

Room reservation

Requisition forms

eSurveys

Contact centre -

Technology and its administration

. University e-mail delivery
iversit;

. y n rk g
+  ACCESS to University network

Document server
Mail box
Document storage
Employee Portal
Sign up for news

Information system administration

» Administration of extemal applications authorizations

UIS documentation

- Signature book

- UIS documentation
System integrators
Frequently asked questions
Licence information
Statistics of using UIS

« List of games and statistics
« 10 Solitaire

= Stone Eater

« Caterpillar

Adjustment of the information system

Information system set-up

Protection of personal data

User settings

Configure transfer of events to Office 365
Administration of My favourites menu
Portlets in UIS

« Setting of authentication usi
Password change

« My operations

Delegates zet-up

Log out

time passwords (OTF)

- Personal data check
« Approvals by user
- Personal data check statistics




4% » Certificate for 'eduroam’ wireless network

Use this application to generate and obtain a user cerificate for the edu
network is conditioned by the access permission to "faro” semver existe
management at our university.

0 eduroam
1. Select Generate certificate.  gikaunls

You can generate a new cerificate for user Xsjed ot days from the moment of generating.

2. Copy the password
provided.

A certificate of 03/03/2025 exists at the moment which you can dgusksSeaeTg this application. 3. Download the highlighted

To install user certificate use the password|joM.i certificates and

« Download basic user cerlificate PKCS#12 (or application: MS Windows-=WiFi) open the Keychain Access
ownload user cerificate application: Linux—=WiFi) :
« Download user certificate PEM PKCS#12 {applmatlun Linu-=WiFi) app (key ICOI’]).

« Download user cerificate PEM PE.CS#T (application: IPag-=WiF1)

. Download root cerificate PKCS#12 of cerificate authority (application: MS Windows—=certificate verification) |
= Uownioa ce Cel authorty (applcation. Linwx-=certmcate vermicaiion)

To install the wireless network to the M3 Windows environment you will first need to install the root cerificate DER PKCS#12 of certificate
authority and then the basic user cerificate PKCS#12 (PFX). To install the user cerificate you need to know the above-given password.
Technically advanced users are free to play with other platforms and share their experience on UIS discussion. You can install the root
cerfificate only once; to revalidate the user certificate, just install a new one.

II§= Instructions for installation and information about the wi-il network Edurcam
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Vychozi svazky kli

o’ ptihladeni

o Mistni poloz

Systémové svazky|
A Systém
@ System Root

—

vy Zobrazeni Okno

Népovéda

Nové heslo...
Novéa zabezpecena poznamka...

Novy svazek kli¢q...

Nova predvolba identity...

Importovat polozky...

Exportova

t polozky...

Pfidat svazek kli¢u...

Smazat svazek kli¢u ,pfihlaseni”..

Zavrit

Otevrit

Informace

Uzamknout svazek kli¢ ,pfihlaSeni”

# N

@. @ Q Hledat

Klice

Certifikaty

In Keychain Access:

Go to: File > Import Items
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% | ‘plikaci
plikaci
L plikaci
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com.apple.Net...eProxy.ProxyToken
com.apple.Net...eProxy.ProxyToken
com.apple.sco...okmarksagent.xpc
handoff-own-encryption-key
MetadataKeychain
StandaloneBeacon
TelephonyUtilities

heslo k aplikaci
heslo k aplikaci
heslo k aplikaci

Sifrovaci kli¢ pro Ha...

heslo k aplikaci
heslo k aplikaci
heslo k aplikaci

Datum zmény

18.10.2023 14:48:00
18.10.2023 14:48:10
18.10.2023 14:48:10
18.10.2023 14:48:10
18.10.2023 14:48:11
Vcera, 13:25

18.10.2023 14:48:10
18.10.2023 14:53:26
18.10.2023 14:48:05
18.10.2023 14:48:05

Platnost vyprsi

(key icon)

Svazek kli¢l

prihlaseni
prihlaseni
prihlaseni
prihlaseni
pfihlaseni
prihlaseni
pfihlaseni
prihlaseni
prihlaseni

prihlaseni
pfihlaseni
prihlaseni
pfihlaseni




Kliéenka

1. Select the root certificate.

Oblibené —
Ibene S | z D:D v oog ., Q Hledat

@ Posledni polozky

&= Plocha 8 User-xlogin.p12
(Y Dokumenty % Iy
plfe

@ Stahovani —
fHoot

Mista ~ N .

< iCloud Drive

Znagky 3. Choose the destination

® Cervena keychain: login.

4. Proceed with import

® Oranzova

root.der

© Zluta
® Zelena Cilovy svazek kli&d: [ pfihlagent
® Modra 2. Press to display the

w
a¥a




Oblibené
@ Posledni poloZky

A Aplikace
(= Plocha

[ Dokumenty

Mista

& iCloud Drive

Znaéky
® Cervena

® Oranzova
© Zluta

® Zelend
® Modra
@ Fialova

Import the user certificate (User-
xlogin.p12) the same way.

& Stahovani Q Hledat

User-xlogin.p12

Cilovy svazek kli¢d: pfihlaeni

Skryt volby Zrusit




Insert the copied password

| - Zadeijte
()
B ...

Zobrazit heslo

u

0, User-xlogin.p12 g
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(@ System Roots

Klicenka
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com.apple.Net...
com.apple.Net...
com.apple.Net...
com.apple.Net...
com.apple.sco...
handoff-own-encryption-key

) MetadataKeychain
/.. StandaloneBeacon
Vi

MENDELU
Kofenova certifikaéni autorita
Sate ;l.r; Platnost vyprsi: patek 6. ¢ervna 2036 0:22:53 Stfedoevropsky letni
© Tento certifikat je pro tento Ucet oznaéen jako dlvéryhodny

Apple Persistent State Encryption

eProxy.ProxyToken
eProxy.ProxyToken
eProxy.ProxyToken
eProxy.ProxyToken
okmarksagent.xpc

TelephonyUtilities

g ® Q

Druh

privatni kli¢
privatni kli¢
vefejny kli¢
privatni kli¢
heslo k aplikaci
heslo k aplikaci
heslo k aplikaci
heslo k aplikaci
heslo k aplikaci
heslo k aplikaci
Sifrovaci kli& pro Ha...
certifikat

eslo k aplikaci

heslo k aplikaci
heslo k aplikaci

Datum zmény

6.10.2023 14:53:26
18.10.2023 14:48:05
18.10.2023 14:48:05

Zabezpecené poznamky Moje certifikaty Klice Certifikaty

Now in the "login"
keychain, you will see
both the root and user

certificate.
Open both.

pfihlageni
ptihladeni
prihlaseni
ptihladeni
pfihlageni
prihlaseni
ptihladeni
prihlaseni
ptihladeni
pfihlageni
pri
ptihladeni

aseni

prihlaseni

xlogin@mendelu.cz

certifikat

20.10.2024 10:11:35

prihlageni
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ST ;ﬂ_} Platnost vyprsi: patek 6. Cervna 2036 0:22:53 Stredoevropsky letni Cas
@ Tento kofenovy certifikat neni dlivéryhodny

Kofenova certifikacni autorita

Davéra

PF¥i pouziti tohoto certifikatu: [ VZdy dlvéfovat

SSL (Secure Sockets Layer) VZdy divérovat

O ww

Zabezpecena posta (S/MIME) VZdy dlivéfovat
EAP (Extensible Authentication) VZzdy dlvéfovat

1. For both certificates,
set: Always Trust

IPsec (IP Security) VZdy dlivéfovat
Podepisovani kodu VzZdy dlvéfovat
Casové znaékovani Vzdy divéfovat
Zakladni zasady X.509 VZzdy dlvérovat

Podrobnosti
Nazev subjektu
Zemé nebo oblast CZ
Organizace Mendel University
Obecny nazev MENDELU
E-mailova adresa uis-tech@mendelu.cz



Enter your Keychain password.
(This is usually the same as your
Kli¢enka Mac login password)

Provédite zmény v nastaveni diivéryho
svého certifikatu.

Chcete-li tuto akci povolit, zadej

Aktualizovat nastaveni

Zrusit



In the top-right corner, click the
Wi-Fi icon and select:
"Wi-Fi Settings"




[ NON ] Wi-Fi

Hledat
Cuices ) wiFi ( @

Prihlasit se

pomoci Apple ID faro-free 2  Podrobnosti...
® Pripojeno

Wi-Fi Nezabezpecena sit
Bluetooth
sit Znamé sité
g Oznameni giuroan - @
Zvuk v faro-free = ©
Soustredéni
Cas u obrazovky Jiné sité
@ Obecné a8 =
(@ vzhled .
Zpfistupnéni
@ Ovladaci centrum mendelu-host =
© siri a Spotlight .

www.mladavinoteka.cz a <

m Soukromi a zabezpeceni

Plocha a Dock

a Monitory

2 Tanata

Ptat se na pripojeni k sitim



- Make sure to replace “xlogin” with your actual UIS username:

P~ Pridat profil Wi-Fi sité
Zadejte nazev a typ zabezpeceni profilu, ktery
chcete pridat.

Nazev sité eduroam
Zabezpedeni WPA2 podnikové ¢
Rezim EAP-TLS ¢
Identita xlogin@mendelu.cz ¢
Uzivatel xlogin@mendelu.cz

Zobrazit heslo

Click to create a new Wi-Fi profile
and start connecting to eduroam.

- If the certificate doesn’t show up under “Identity” Toggle the “Show
password” option on and off.



mailto:xlogin@mendelu.cz

2. Then click the eduroam
network entry again to try
reconnecting.

L 4

K Wi-Fi siti ,eduroam” se
nelze pFipojit.

Zkuste se k bezdratovému smérovaci
presunout bliz nebo spustte Diagnostiku
bezdratové sité.

Spustit diagnostiku...

1. If you see this error message,
choose Cancel.




- If another window appears, continue to page 20

A certificate selection window will
appear.

Vyberte certifikat nen-
sit ,,eduroan

e jméno a heslo pro

prd
(A 8
N
(D
<
C-
(@[
—+
S

Heslo:
Click to successfully connect

Pamatovat si tyto Udaje to the network.

Zrusit




@ Ovéreni certifikatu

Ovérovani totoZnosti v siti ,eduroam”

Pred ovérenim totoZnosti na serveru ,aleph.mendelu.cz” byste méli prezkoumat
certifikat serveru a ujistit se, Ze je pro tuto sit vhodny.

Chcete-li si certifikat prohlédnout, kliknéte na ,Zobrazit certifikat".

Vzdy divérovat certifikatu ,aleph.mendelu.cz”

[#) MENDELU
L, aleph.mendelu.cz

— aleph.mendelu.cz The SYStem el reqy(.est
L VYRRV verification of the certificate:

Cherndard ..

—

= ¢ | Platnost vypr¥i: patek aleph.mendelu.cz
Tent tifikat j i i
@ Tento certifikat je p Click to continue.

Davéra
Podrobnosti

? Skryt certifikat Zrusit " Pokracovat




Enter your Keychain password again
(same as your Mac login password)

Aplikace eapolclient podepsani pomoci

klice , privateKey" ve vas

Chcete-li tuto akci povolit, zadejte lo svazku kliéd

JPrinlaseni”.

Heslo:

? Povolit vzdy Zakazat

You’ll be asked twice—fill in the same password again.




You can now close the alert.
Your connection should be

working.




Alternative:

Vyberte certifikat nebo zadejte jméno a heslo pro sit ,eduroam”

Identita xlogin@mendelu.cz ¢
Nazev Gcétu
Heslo

Pamatovat si tyto Ug m
Select a certificate and

proceed to connect
Zrusit




@ Wi-Fi

Hledat
S Wi-Fi

g PFihlasit se
pomoci Apple ID Nepripojeno Podrobnosti...

Wi-Fi

Bluetooth

sit = PFipojit
N i

g Oznameni

Zvuk K Wi-Fi siti ,eduroam” se i
nelze pripojit.

Soustredéni Zkuste se k bezdratovému smérovaci
presunout bliz nebo spustte Diagnostiku
3 Casu obrazovky bezdratové sité.
&3} Obecné Spustit diagnostiku...
Vzhled = I S
@ [ Zrusit ] Pripojit
Zpristupnéni

@ Ovladaci centrum

Cancel the error message and try connecting to the eduroam
network again. Repeat the previous steps until the window for the
Plog next step appears.
€3 Mo (if unsuccessful, continue to step 26)

Fa®ol e o ZTrnAmA citd hiidntl nFinniany atitnmaticky Dakiid nabiidot 2AARS 2 ndma ofts
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The certificate selection window
appears

Vyberte certifikat nen-
sit ,,eduroan

e jméno a heslo pro

prd
(A 8
N
(D
<
C-
(@[
—+
S

Heslo:
Press to successfully connect

Pamatovat si tyto Udaje to the network

Zrusit




® Ovéreni certifikatu

Pred ovérenim totoZnosti na serveru ,aleph.mendelu.cz” byste méli prezkoumat

m Ovérovani totoZnosti v siti ,eduroam”
[ |
= certifikat serveru a ujistit se, Ze je pro tuto sit vhodny.

Chcete-li si certifikat prohlédnout, kliknéte na ,Zobrazit certifikat".

Vzdy divérovat certifikatu ,aleph.mendelu.cz”

[#) MENDELU
L, aleph.mendelu.cz

6)#‘//%’(-{(/(»

aleph.mendelu.cz] LSS EEMRTIIEE R STeITR A= g4
A IRUCEICIEH IV your certificate aleph.mendelu.cz

— %..f Platnost vypréi: patek Click to continue
@ Tento certifikat je p

Davéra
Podrobnosti

—

? Skryt certifikat Zrusit . Pokracovat



Enter your Keychain password again
(same as your Mac login password)

Aplikace eapolclient podepsani pomoci

klice , privateKey" ve vas

Chcete-li tuto akci povolit, zadejte lo svazku kliéd

JPrinlaseni”.

Heslo: »

? Povolit vzdy Zakazat

You’ll be asked twice—fill in the same password
again.




You can close the window
again, the connection will

work again




Connection failed? Try this alternative:

Wi-Fi

Nezabezpedena sit...

Znama sit |

e faro-free ‘

Jiné sité

@ DIRECEERES S o In the Wi-Fi menu (top right),
@ eduroam 8 select: “Other...”

‘ www.mladavinoteka.cz

Nastaveni Wi-Fi...



A Vyhledat Wi-Fi sit a pFipojit se k ni.

h Zadejte nazev a typ zabezpeceni sité, ke které se
chcete pfipojit.

Nazev sité: eduroam

Zabezpe&eni: WPA/WPA2 podnikové
ReZzim: EAP-TLS

Leave this field Identita: xlogin@mendelu.cz v

empty.

Uzivater

Click to create a network profile
for eduroam again.

? Zobrazit sité Zrusit ( PFipojit .



Ovéreni certifikatu

Ovérovani totoZnosti v siti ,eduroam*

Pfed ovérenim totoZnosti na serveru ,aleph.mendelu.cz” byste méli prezkoumat
certifikat serveru a ujistit se, Ze je pro tuto sit vhodny.

Chcete-li si certifikat prohlédnout, kliknéte na ,Zobrazit certifikat".

Zobrazit certifikat Zrusit LPokraéovat J

The system will again ask to

verify the aleph.mendelu.cz
certificate.
Click continue.




Enter your Keychain password again
(same as your Mac login password)

Aplikace eapolclient podepsani pomoci

klice , privateKey" ve vas

Chcete-li tuto akci povolit, zadejte lo svazku kliéd

JPrinlaseni”.

Heslo: »

? Povolit vzdy Zakazat

You’ll be asked twice—fill in the same password
again.




Still not working?
- Submit a request at:

Helpdesk


https://helpdesk.mendelu.cz/

@ MENDELU
@ Odbor informacnich
@ technologii

Prepared by

IT Support
OIT MENDELU

tech.mendelu.cz
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